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Unauthorize

Willful copyright infringement is a federal crime that carries penalties of up to five years in federal prison,
a $250,000 fine, forfeiture and restitution (17 U.S.C 5.506, 18 U.S5.C 5.2319)

As afirst-time offender you are required by law to pay a fine of 250 USD

If the fine 15 not paid within three days, a warrant will be 1ssued for your arrest, which will be forwarded te your local authorites.
You will be charged, fined, conwicted for up to 5 years

There are two ways to pay a fine

1. ¥ou can pay your fine online through BitCoin. BitCoin is available nationwide

Click the tabs below to find the nearest ATM or exchange

Your computer will be unlocked after you make your payment.

2. (Offline Option) You can come to your local courthouse and pay your fine at the 'Cashiers' window.
Your computer will be unlocked within 4-5 working days.

To regain access now, transfer BiCoin to the following address (click to copy)
1KXdnZXTGaP43viXngeTDnH Qr Ydxzbnl SFX

After the payment is finalized enter Transfer 1D below.

Amount; Transfer ID:

BTC 1.033 |

Mote: Hard drive contents, network files on this computer have been encrypted and disabled.
Hard drive contents will be permanently removed from this computer if the fine is not paid.

View encrypted files

Payment How to pay a fine Find nearest AT Omnline Exchanges Internet Browser Notepad
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¢ Social Engineering

' Ransomware as a Service
¥ Backup

* Security Patches

* Shared Folder

" Antivirus

" Firewall

" Intrusion Prevention

" Web Control

* Antispam

" Network Segmentation
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File Commands Tools Favorites Optiops Help

AP PU R 49

Add ExtractTo  Test View Delete Find Wizard Info VirusScan Comment ~ SFX

m " PaymentConfirmation0835.zip - ZIP archive, unpacked size 26,399 bytes e

A~

Name Size  Packed Type Modified CRC32

File folder

s,

urvzomgduayobvmiti1u8ngiapsagpy1f.js 26,399 7,402 JavaScript Fi... 11/23/20.. 4C59..

=0 Selected 26,399 bytes in 1 file Total 26,399 bytes in 1 file
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" Spam

" Downloader

* Macro

" HTML Application
* JScript.Encode

" Windows Script File
" Compiled HTML

™ Link Shortcut
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=] s ATTN: Invoice J-98223146 - Message (Plain Text) ?EH - O %X
MESSAGE

ﬁf(i (ﬁf(f_] t—_i 7 Meeting ¥ ==I > a%) # Find q

Junk 52 Actions = [ Related ~
Delete Reply Reply Forward 55 1 10,e Move Mark Categorize Follow Translate Zoom
Al - Unread - Up~ - [ Select~
Delete Respand Move Tags ! Editing Zoom -~

Tue 2/16/2016 5:43 AM

ATTN: Invoice J-98223146
To

@ We removed extra line breaks from this message.

Message [ invoice_J-96223146.doc

Dear support,

Please see the attached invoice (Microsoft Word Document) and remit payment according to the terms listed at the bottom of the invoice.

Let us know if you have any questions.

‘We greatly appreciate your business!
Bonnie vause

R R R R R R Rk Rk Rk kA R AR R AR R R R R R R R AR LRk

This footnote confirms that this email message has been scanned by PineApp Mail-SeCure for the presence of malicious code, vandals & computer viruses.
B Rt T R

) See more about . |:| -
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@ H = hello_calc_97.doc [Compatibility Mode] - Word T EH - O X
FILE HOME INSERT DESIGM PAGE LAYOUT REFEREMCES MAILINGS R+
Calibri -1 -

&.J #

B I U -abe x, X* &

Paste Styles Editing
Y A W-A-ma- KA =
Clipboard Font ra Paragraph M Styles m
I SECURITY WARNING Macros have been disabled. Enable Content x
e
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MR cHow LONDON BEVERLY HILLS NYC-57™ ST NYC-TRIBECA MIAMI MALIBU LAS VEGAS

| < Fiddler Session #1 {http://www.mrchow.com/rg ly-hil = @@

! Request I ! Response E Properties Pseudo Darkleech
’ 1 = injection
H ;| ImageView ] HexView ] WebView ] Auth | Ca ‘

1f <span s osition:absolute; top:-1035px; width:310px; height:307px;"> 7‘
<iframe = ttp://psapcafraudcont freesexd g.org.uk/1983/05/27/bond/crystal/| 2|

fury-long-rare-vision.html" width="250" height="265"></iframe>

3\ </span>

4|<noscript><!DOCTYEZ

et
[ tr" prefix="og: http:/
/ogp.me/nsg article: http://cgp.me/ns/articleg book: http://cgp.me/ns/beockg profile:
http://cgp.me/ns/profile videc: http://ogp.me/ns/videc# product: http://ogp.me/ns/ -

QuickFind... H Find & Replace I Readonly ;

MAKE RE SERVATIONS
Please Choose A Location v

NEWS & EVENTS

July 11, 2

» Waltch Video
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* Compromised Website
' Exploit Kit
" Public Key
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Folder Options

General | View | Search

Folder views
You can apply this view [such as Details or lcons)to

all folders of this type.

Apply to Folders

Advanced settings:

[ Always show icons, never thumbnails
] Mways show menus
Display file icon on thumbnails
Display file size information in folder tips
[] Display the full path in the title bar
Hidden files and folders
() Dont show hidden files, folders, or drives
(® Show hidden files, folders, and drives
Hide empty drives
[] Hide extensions for known file types

Filles and Folders ~

Hide folder merge conflicts v

Restore Defaults

oK Cancel Apply

Folder Options wsleakass :# JSui

" Removable Storage
** Ransom Note
" Icon
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4,35 Folder Options idu ;5 45 30 duogs
9 a4 Jl=s Show hidden files, folders, and drive
Hide extensions for known file types ay;5
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Trust Center ?

Trusted Publishers
fusted Fublisher Macro Settings

Trusted Locations

() Disable all macros without notification
Trusted Documents . ; :
(@ Disable all macros with notification
Trusted App Catalogs () Disable all macros except digitally signed macros

Add-ins () Enable all macros (not recommended; potentially dangerous code can run)
ActiveX Settings Developer Macro Settings
Macro Settings
[T] Trust access to the VBA project object model
Protected View
Message Bar
External Content
File Block Settings

Privacy Options

|
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